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AMENDMENTS TO THE CLAIMS: 

This listing of claims will replace all prior listings of claims in the application: 

1 . (currently amended): An electronic data storage system comprising: 
a fiJe device for storing at least electronic data; and 

a data processing unit which generates a first check code for detecting falsification of said 
electronic data and a second check code for detecting falsification of a public key-based 
electronic signature using a secret encryption method and/or an encryption key when the 
electronic data is registered, stores said electronic data, said public key-based electronic 
signature, and said first and second check codes into said file device, 

respec t i v e^ v ui fiu> the v al i di t y o f said sto r ed efcetronic da ta and said raectronie 
signat ure us ing said first and s e cond check codes a tt ached t u Ihi stared electronic d ata and said 
e lectronic signature when said electronic data is output; and thai accesses said etectroirie da t a 
aud said electroni c signature when saitH ra hdi t y is co nfir med, 

wherein said data processing unit generates said first check code fro m - said electronic data 
by an encrypting method unique to said system from said elec tronic data, generates an electronic 
signature for registration by encrypting a hash value of said electronic data with a secret key, and 
generates said second check code by an encrypting method unique to said system from said 
electronic signature for registration, and wherein said data p roce ssing unit 

verifies the validity of said stored electronic data and said electronic signature by creating 
a third check code from said electronic data by said encrypting method unique to said system and 
a fourth check code from said electronic signature for registration by said encrypting method 
unique to said system, compares said stored first check code with said third check code and said 
stored second check code with said fourth check code, and outputs said electronic dat a, a second 
electronic signature created bv encrypting -mid electro n ic data with a secret key which is valid at 
output time and said electronic signature for registration when fe e re is a ma t chr said compared 
result is favorable. 
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2. (currently amended): An electronic data storage system comprising: 
a file device for storing at least electronic data; and 

a data processing unit which generates a check code for detecting falsif ication of a public 
key-based electronic signature using a secret encryption method and/or an encryption key when 
said electronic data is registered, stores said electronic data, said public key-based electronic 
signature and the falsification check code for said electronic signature into said file device, 
verifies the validity of said electronic signature using the check code attached to said electronic 
signature and verifies the validity of said electronic data using said electronic signature when said 
electronic data is output, and then accesses said electronic data and said electronic signature 
when said validity is confirmed, 

wherein said data processing unit generates an electronic signature for registration by 
encrypting a hash value of said electronic data with a secret key and generates said check code by 
a method unique to said system from said electronic signature for registration, and wherein said 
data processing unit verifies the validity of said stored electronic data by creating a second check 
code from said electronic signature for registration by said method unique to said system, and 
comparing said stored check code with said second check code, and outputs said electronic data, 
a second electronic signature created bv e ncrvotine said electronic data with a secret key which is 
valid at output time and said electronic signatur e for registration when said compared result is 
favorable . 

3.-5. (canceled) 

6. (previously presented): The electronic data storage system according to Claim 1, 
wherein said data processing unit stores a certificate of the public key with winch said electronic 
signature was created, simultaneously along with said electronic signature into said file device, 
when said electronic signature is created. 
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7. (previously presented): The electronic data storage system according to Claim 6, 
wherein said data processing unit stores or outputs the expiration information of said public key 
certificate simultaneously. 

8. (previously presented): The electronic data storage system according to Claim 2, 
wherein said data processing unit stores a certificate of the public key with which said electronic 
signature is created, simultaneously along with said electronic signature into said file device, 
when said electronic signature is created. 

9. (previously presented): The electronic data storage system according to Claim 8, 
wherein said data processing unit stores or outputs the expiration information of said public key 
certificate simultaneously. 

10. (previously presented): The electronic data storage system according to Claim 1, 
wherein said data processing unit creates a pair of said public key and said secret key according 
to a request for key creation, issues a request of issuing a public key certificate to a CA office, 
acquires a public key certificate, and stores said acquired public key certificate in said file device. 

1 1 . (currently amended): An electronic data storage method comprising: 

a step of generating an electronic signature for registration by encrypting a hash value of 
electronic data with a secret key; 

a step of generating a first check code for detecting fal sification of electronic data and a 
second check code for detecting falsification of a public key-based electronic signature using a 
secret-encryption method and/or an encryption-key method, said second check code being 
generated from said electronic signature for registration, when said electronic data is registered; 

a step of storing said electronic data, said public key-based electronic signature, and said 
first and second check codes into a file device; 
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a step of respectively verifying the validity of said stored electronic data and said 
electronic signature using said first and second check codes attached to said stored electronic data 
and said electronic signature when said electronic data is output from said file device; and 

a step of accessing said electronic data and said electronic signature when said validity is 
confirmed, 

wherein said geneiating step comprises a step of generating said first and second check 
codes by a method unique to said system, 

and wherein said verifying step comprises: 

a step of creating a third check code from said electronic data and a fourth check code 
from said electronic signature for registration by said method unique to said system; and 

a step of comparing said stored first check code with said third check code and sai d stored 
second check code with said fourth check code a 

and wherein said accessing ste p com prises a step of outoutting said electronic data, 
second electronic signature c r eated bv encrypting said electronic data with a secret key lyfrich is 
valid at output time and said e l e c t r o n ic s ign ature f or registration wh en said compared regul tj s 
favorable . 

12. (canceled) 

13. (currently amended): An electronic data storage method, comprising: 

a step of generating an electronic signature for registration by encrypting a hash value of 
electronic data with a secret key; 

a step of generating a check code for detecting falsification of a public key-based 
electronic signature using a secret-encryption method and/or an encryption-key method, when 
said electronic data is registered; 

a step of storing said electronic data, said public key-based electronic signature, and said 
falsification check code for said electronic signature into a file device; and 

a step of verifying the validity of said electronic data using said electronic signature after 
verifying the validity of said electronic signature using the check code attached to said electronic 
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signature when said electronic data is output from said file device, and then accessing said 
electronic data and said electronic signature when said validity is confirmed, 

wherein said generating step comprises a step of generating said check code by a method 
unique to said system from said elec tronic signature for registration, 

and wherein said veri lying step comprises: 

a step of creating a second check code from said electronic signature for registration by 

said method unique to said system; and 

a step of comparing said stored check code with said second check codeiand 

a ct~ r Qfous BUtting said electronic second electronic signature created by encrypting 

said electronic Hatn with a secret kev which i s v»«H at nutnut time and said electronic signature 

for registration vyhen said compared result is favorable. 

14. -15. (canceled) 

16. (previously presented): The electronic data storage method according to Claim 1 1 , 
wherein said storage step comprises a step of storing a certificate of the public key with which 
said electronic signature was created, simultaneously along with said electronic signature into 
said file device, when said electronic signature is created. 

17. (previously presented): The electronic data storage method according to Claim 16, 
wherein said storage step comprises a step of storing a certificate of the public key with which 
said electronic signature was created, simultaneously along with said electronic signature, when 
said electronic signature is created. 

18. (previously presented): The electronic data storage method according to Claim 11, 
wherein said storage or output step comprises a step of storing or outputting the expiration 
information of a public key certificate simultaneously. 
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19. (previously presented): The electronic data storage method according to Claim 1 1, 
further comprising: 

a step of creating a pair of said public key and said secret key according to a request for 
the key creation; 

a step of issuing a request of issuing a public key certificate to a CA office; and 
a step of acquiring said public key certificate, and storing said public key certificate in 
said file device. 

20. (previously presented): The electronic data storage method according to Claim 1 3, 
wherein said storage or output step comprise a step of storing or outputting the expiration 
information of a public key certificate simultaneously. 

21. (previously presented): The electronic data storage method according to Claim 1 3, 
further comprising: 

a step of creating a pair of said public key and said secret key according to a request for 
the key creation; 

a step of issuing the request of issuing a public key certificate to a CA office; and 
a step of acquiring said public key certificate, and storing said public key certificate in 
said file device. 
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